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ReaQta-Core
ReaQta-brain

ReaQta-aggregator
ReaQta-Live Threat Analysis
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ReaQta-core
ReaQta-aggregator
ReaQta-brain

» two option
ReaQta-Investigator
ReaQta-Live Threat Analysis

—t | D e
Ankig U A
201430 A2 =l Next generation Cyber Attack Protection E2H&Z2MO| SIALZ RSAOA AM7|&Z Qs HOtEEM
ME7|YoZ XA HEZOIE APTEEMNS MEst= 7| L CH

B 3Ae
3 A B 2|4 El FA|3|AL ( ReaQta Co., Ltd. )
daguEs 20143 018
CH & O] At Alberto Pelliccione
4 N\ { N\
1. ReaQta Core
= ReaQta-core
= ReaQta-aggregator
= ReaQta-brain
=9 22M 2. ReaQta Core with two Option

J
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I . REAQTA Core
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HELIT ZA| (Network Monitor)
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2. 8| +8

CPU7|tte| XS5 W9 ©X| EPP HOH &

rx

ReaQta—core : AFEHU EXt= SUH0IHE 2TE N
ReaQta—aggregator : 22t0|HEZ R WA =2 HOIH ML

CLIENTS

(o]
O REAQTA-CORE

O reramacone O resamacone

7T nonoenosoeooooo O reaqma-core
ReaQta—-brain : OI0IHE M& 35I|
CIOIE tI 0l A2 TIOIE{DOl S 43

e

SERVER INTERNET

= ROAMING CLIENTS

= o—ommENN o0—O ® ® OREAQTA—CORE
] [—

=B i

ReaQta-Live Threat Anlaysis
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AL

T

S20|HE Xt& =3 (Client Profiling)

- ReaQta-core= User/PC(2)FH HotES F0 &2 Z =0 XHEH A[AH]
- C|HFO| 29| AL O Zhot Fetol 2 S =5g & ALY, 0|F St et Atd Mgt =5 0|
Ll Most Visited Websites - lml Browsers Used - Ll Visies -
wnceshugp vis
~ en.cppreference.com
get.adobe.com
www.google.com.mt
' www.bookryanair.com
www.mozilla.org
192.168.10.2
dl-web.dropbox.com C h rome e
1 clients 239 hits o ot com
" zss0s
www.s\ashdc.)l.ur_g
. i repupblca
. P
a 5 10 15 20 25 30
< Visited URLs =
Date = Device = User = Browser = URL =
2015/02/11 14:46:28 +0100  WIN-9FMAJPAEU1C User firefox https://www.mozilla.orglen-US/firefox/35.0.1/firstrun/ &
2015/02/11 14:43:37 +0100  WIN-O4MEQVINJU7 WaTestRQT chrome http://home.mcafee.com/root/campaign.aspx?cid=83831
2015/02/11 14:43:16 +0100  WIN-9FMAJPAEU1C User firefox https://www.mozilla.org/en-US/firefox/35.0.1/firstrun/ &
2015/02/11 14:40:05 +0100  WIN-9FMAJPAEU1C User firefox https://www.mozilla.org/en-US/firefox/35.0.1/firstrun/ &
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Ll Documents Accessed

o Documents

[ Documents

Date v

2015/02/11 20:47:15 0100
2015/02/02 14:49:55 +0100

2015/02/02 14:37:52 +0100

Device

WIN-4BQR6BRS7KP
MASAMUNE

MASAMUNE

Test
Giuseppe

Giuseppe

User

Application

wmplayer
explorer

acrord32

Document

\Users\Test\AppData\Loca\Microsoft\cd(2].xml
\Users\Giuseppe\Desktop\EA % &2 pdf

\Users\Giuseppe\Desktop\EA % &% pdf




> O|EEZ|#0o|M ZHEE (Application Control)

- 20| E0 o3 AtEEl M EE2A0IM2 ZLHE &1, 20| AL &

L 2t2t LB E AIZHS ARBRRSl SO Ch3 XFRATIS 9Iot0] i

il Most used

-\
explorer

B =P
" 7 clients
L /™

[ Used Apps

Date -

lil Time Spent On

60 min

S0min [

40 min

30 min

20 min

10 min

0 min

Device

2015/02/11 1%:39:28 +0100

2015/02/11 19:38:00 +0700

2015/02/11 19:36:24 +0100

WIN-2JFHQLEAAKB
WIN-4BQREBRSTKP

WIN-2JFHQLBAAKB

explorer

slui

L

processhacker

micuicnt

User

W7 Ultimate

Test

W7Ultimate

chrome

firefox

msiexec
explorer

msiexec

0 Usz
J—— [ =
msiexec thunderbird teamviewer
-
Application =
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@4 Indicators Feed

M EE 7|

O 1 -
BE WETL MAIZIOZ eHefs| B Jhsska, EARI0|A Fekt
Tha=ot HIO|E{ 7} ot 20| Rl= H0|HZ F+dE =

o > < aa A = kg [c2
Al

Analysis Logout

Malware Clients Policies Accounts Settings

@ Dashboard

st Events Monitor

150
© Security Violations
© Application Violations
100 © Data Violations
s0 I
- I, U - = | [ W | | | | | .
Sep 25 Sep 26 Sep 27 Sep 28 Sep 29 Sep 30 Oct 01 Oct 02
Q Security Feed
2 hours ago - [] - ¥ Zasxc.exe tried to modify notepad.exe for reaq 10 on -9m24ik2
3 hours ago - ] - ¥ Pandora.exe tried to modify notepad.exe for test on win-4bqrébrs7kp
20 hours ago ¥ Readerdc_en_ha_install.exe tried to modify explorer.exe for reaq 10 0n om24lk2
21 hours ago - ] - ¥ Setup.exe tried to modify rundli32.exe for reaq 10 0n om24ik2
22 hours ago - ] - ¥ Avastsvc.exe tried to modify detect_avast.exe for user on win-9fmajpaeuic
23 hours ago - ] - ¥ Processhacker - copy - copy.exe tried to modify explorer.exe for reaq 10 on 2

24 hours ago - ] - ¥ Processhacker - copy.exe tried to modify explorer.exe for w7t on win-2jfhgléaakb

¥ Processhacker - copy.exe tried to modify explorer.exe for w7i on win-2jfhqléaakb

¥ Hollowing - copy (2) - copy.exe tried to impersonate cmd.exe for w7ultimate on win-2jfhgl6aakb
# Greame - copy - copy.exe tried to modify explorer.exe for w8testrqt on win-o4me0vjnju7

3 Hollowing - copy - copy.exe tried to impersonate cmd.exe for qt on wi jnju7

¥ Processhacker.exe tried to modify explorer.exe for user on win-9fmajpaeuic

3% Processhacker.exe tried to modify explorer.exe for user on win-9fmajpaeuic

3 Processhacker.exe tried to modify explorer.exe for user on win-9fmajpaeuic

3% Processhacker - copy.exe tried to modify explorer.exe for user on win-9fmajpaeuic

¥ Processhacker - copy (2).exe tried to modify explorer.exe for user on win-9fmajpaeuic

1 hour ago - -
2 hours ago -

Keylogging activity from tabtip.exe for reaqta-w10 on desktop-9m24lk2
- 23 Keylogging activity from tabtip.exe for reaqta-w10 on desktop-9m24ik2
2 hours ago - ] - © Access denied to zasxc.exe on c:\users\reaqta-w10\desktop\new rich text document.rtf for reaq 10 0n o

Min. Severity: low ~

Min. Severity: low ~

241k2

2 hours ago - ] - © Access denied to pandora rat 2.2 [beta].exe on c:\users\reaqta-w10\desktop\pandorarat\usersireaqta-w10;desktop-
9m24lk2\downloads\new rich text document.rtf for reaq 100n om24lk2

2 hours ago - [l - ' Persistence attempt from zasxc.exe for reaqta-w10 on desktop-9m24ik2

2 hours ago - Jll - ® Executable file creation attempt from server.exe for reaqta-w10 on desktop-9m24ik2

3 hours ago - Persistence attempt from setup.exe for test on win-4bqrébrs7kp

LOGGED IN
o |

EVENTS

122

REPORTS

l___.l B9 3

« ot Last 72h Events Summary

Security Violations

Application Violations
e

Data Violations
_

Devices Logged in

Oct 03
Report New Incident

=7 | =) Last Logins

33 mins ago - # Login for test on win-4bqrébrs7kp

39 mins ago - # Logout for w8testrqt on win-o4me0vjnju7
39 mins ago - # Logout for test on win-4bqrébrs7kp

48 mins ago - # Login for w8testrgt on win-o4me0vjnju7

58 mins ago - ® Logout for reaqta-w10 on desktop-9m241k2
1 hour ago - % Login for reagta-w10 on desktop-9m241k2

1 hour ago - %3 Login for reagta-w10 on desktop-9m241k2

1 hour ago - % Login for reagta-w10 on desktop-9m241k2

1 hour ago - % Login for reagta-w10 on desktop-9m241k2

1 hour ago - % Login for reagta-w10 on desktop-9m241k2

7 hour ago - %3 Login for reagta-w10 on desktop-9m241k2

2 hours ago - # Logout for reaqta-w10 on desktop-9m24ik2
3 hours ago - % Login for reaqta-w10 on desktop-9m24ik2
3 hours ago - % Login for reaqta-w10 on desktop-9m24ik2
3 hours ago - # Logout for user on win-9fmajpaeulc

3 hours ago - % Login for test on win-4bqrébrs7kp

—_ »

o

20

81

1/5000
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& Clients List

H
i
-0

|5t CHA|EE0A OF 47 7Hs(LDAP AD Y&

7ts)

This page shows a list of every client that has been registered with the platform at least once. Clicking disable on a client will inactivate its license, the protection system will be disabled and a license slot will be made

available to be used by the next client that connects to the system.

Registration Date

2015/02/11 19:34:34+0100

2015/02/06 09:27:36 +0100

2015/02/10 16:43:51 +0100

2015/02/02 14:24:12 40100

2015/02/11 14:22:09+0100

2015/02/04 14:00:27 +0100

2015/02/04 14:00:59 +0100

2015/02/02 14:11:43 +0100

Search

Device

WIN-4BQREBRS7KP

GIUSEPPE-REAQTA

GIUSEPPE-REAQTA

WIN-8BN1BJUUOTB

WIN-SFMAJPAEU1C

GIUSEPPE-REAQTA

WIN-2JFHOLEAAKB

WIN-O4MEOVIN)U7

User

Test

Giuseppe

Giuseppe

Giuseppe

User

Giuseppe

W7Ultimate

WaTestRQT

Show Group:

os

Windows 7 Professional

Windows 8.1 Pro

Windows 8.1 Pro

Windows Server 2008 R2 Datacenter

Windows 8.1 Enterprise N

Microsoft Windows 8.1 Pro

Microsoft Windows 7 Ultimate

Windows 8

Management

Core Version

2015020200

2015020200

2015020200

2014101501

2015020200

2014101501

2014101501

2014101501

Group

Management

Management

Management

Management

Management

Management

Management

Management

License

remowe

remowe

remowve

1 - 8 displayed , 8 in total
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3. Feature

ot CIO|E & E=07| ?[ot)] 37kX|| X XS
10|49 84 . =8 O S2[A 0|4 S AESHALE 2y /e O

2. HOIH 4 : 2got HO|EE E=ot7 Lt 2iget HIO|HE /7

{2 : 7|2 7(Keylogger), 23 214 A=, EC10|H EX| S

Data Policy Creation Wizard

Description: Allow access to Office Documents only to Microsoft Office
Matching Rule: Predefined = Custom Microsoft Office Files
Action: Microsoft Office 2013 - Word

Allow Only

Alert Level:

DEFINE POLICY

Microsoft Office 2010 Excel
Block  Alert Microsoft Office 2013 - PowerPoint
Microsoft Office 2013 - Outlook

0 O critical (a warning popup will appear)

SCOPE

H

2lA oS € A
= O1E2|7 0|30 CH

Ag 7HES

g2 Mo & 2LEHE



. BE o2z
. 29| of
. 9gg

Dashboard Events Analysis

L\ Bvents > Aerts

Events Severity in the Past 7 Days

250
o Critical
200 O High
© Medium
150 Low
o Info
100
50 I II
5 _ il
Sep 27 Sep 28

L\ Infrastructure Alerts

Last Event Date

=]
03-Oct-2015 14:11:22 +0200
03-0ct-2015 13:08:42 +0200
03-0ct-2015 13:07:13 +0200
03-0ct-2015 13:07:12 +0200
03-0ct-2015 13:02:05 +0200
03-0ct-2015 13:02:05 +0200

03-0ct-2015 13:02:04 +0200

<>
Al

Sep 29

Severity

Al %

X|3k7| 2{5H0] ofi

St 2}

—_ L=

Malware

Type

®@ % &€ 0 o0

Sep 30 Qct 01
Category
All
keylogger
keylogger
data-pelicy
data-pelicy

persistence-registry
malware

dropper

d& 28 glen, ASXS0| AHH

= -

Policies Accounts
- -

- -
Oct 02 Oct 03

Keylogging Activity from TabTip.exe

Keylogging Activity from TabTip.exe

Settings

|Hl0] 8] A &l F= Lt0l 7tsotEZ, Ol O|HEE AXEE FH 7t
1

=
X g0 O = YASE U(exploit)2] HALR} HHE A2
=
S

H

o
o
=3

g He

Logout

Events Trend in the Past 30 Days

2000
Alerts
1500
1000
500
0
Sep 02 Sep 05 Sep 08 Sep 11 Sep 14 Sep 17
Event

Access Denied to zasxc.exe on Clusers\reaqgta-w10\desktop\new rich text documentrtf

Access Denied to knmm2.exe on C\users\reaqta-w10\desktopilogs.rtf

Persistence Attempt from zasxc.exe

zasxc.exe tried to modify notepad.exe

Executable File Creation Attempt from server.exe

ALERTS 24H
122

Sep 20 Sep 23 Sep 26 Sep 29

Device/User

DESKTOP-9M24LK2/ReaQta-W10
DESKTOP-9M24LK2/ReaQta-W10
DESKTOP-9M24LK2/ReaQta-W10
DESKTOP-SM24LK2/ReaQta-W10
DESKTOP-8M24LK2/ReaQta-W10
DESKTOP-8M24LK2/ReaQta-W10

DESKTOP-9M24LK2/ReaQta-W10

Bellls$



=M (L

WH &5 E= ZAE ot AlLE|2E =8

=]
- AfOJH| 20| tiet 42 S8= Olsistl 54

ﬁ Events Time Machine

Date

2014/07/30 13:25:47 +0200

2014/07/30 13:27:08 +0200

2014/07/30 13:28:38 +0200

2014/07/30 13:28:46 +0200

2014/07/30 13:28:49 +0200

2014/07/30 12:28:51 +0200

2014/07/30 13:28:51 +0200

Foreground App
Excel

Chrome
QOutlook

Word

Word
ReaQta-core

ReaQta-core

EH Execution Flow (Mark-PC)

Winword.exe

B8 Execution Flow {(ReaQta Live Analysis)

Report_2014.docx

~$Report3822.docx *

ive Threat Analysis)

ote Xs=t7ls
Ap7h 2t U0f ot= HO[H mbef

Event

Open c\Users\Administrator\Documents\Finance xlsx
Open c\Users\Administrator\Downloads\Report_2014.docx
Exploitation Attempt (ROP) Detected

Exploitation Attempt Blocked (incident 1D: 91837139)

Document delivered to appliance for live analysis

Durmp Memory

Report_2014.docx

~$Report3822 docx ‘_-

registry persistence

/

cmd.exe

/ access c:\Protected\project.dwg
http://161.23.9.1/st2 /

inject explorer.exe
—
connect 161.23.9.1 ‘b-

screenshot

Bellls$



DETAILS

ENDPOINT MPACT USER DOMAIN

MELODY

DESCRIPTION

BEHAVIORAL TREE

MELODY\Test MELODY\Test
2148 2468 3488 3776

userinit.exe explorer.exe cerber.exe certreq.exe

= 20 Z L

CONNECTED

CONSOLE

3884

vssadmin.exe

1716

adaptertro...hooter.exe
3892 2000

explorer.exe wmic.exe
3116 3112

adaptertro...hooter.exe certreq.exe
2492

bededit.exe

2088

bededit.exe

Path

Size

Signed
Issuer
Verified Yes
Expired No
Cmdline

MINE SIMILAR

Bellls$




1 (reconstrution)

« Al 220 A Zof/2 g0 S = 20 ELCL

MORE

Path
Size

Signed
Issuer

Path @ verified Yes
Expired No

Size 2
wssadmin.exe Cmdline

RN Signed

- \ Issuer MINE SibILAR
/ Verified Yes

S—r Expired No

vssadmin.exe Cmdline

2492
MINE SIMILAR

/’)‘\ bededit.exe
wmic.exe
bodedit.exe

Path
Size

d Signed

') Issuer
SSoa Verified Yes
S Expired No

vssadmin.exe Cmdline

MINE SIMILAR

/_\
2000)
\V

wmic.exe

249492

bocdedit.exe

Bellls$




show procs

PID
]

4
276
364
416
428
480
508
532
540
640
708
752
816
876
932

500

[System Process]|
System
sSmss.exe
CSISS.exe
wininit.exe
CSIss.exe
winlogon.exe
services.exe
Isass.exe
Ism.exe
svchost.exe
vmacthlp.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
spoolsv.exe
svchost.exe
keeper.exe

VGAuthService.exe

CAWindows\Syst
CAWindows\Syst
CA\Windows\Syst
CAWindows\Syst
CAWindows\Syst
CAWindows\Syst
CAWindows\Syst
CAWindows\Syst
CAWindows\Syst
CA\Program File

CAWindows\Syst

CAWindows\Syst.
CAWindows\Syst.
CAWindows\Syst.

CAWindows\Syst.

CAWindows\Syst

CAWindows\Syst

CAWindows\Syst.

CA\Program File..

em32\smss.exe
em32\csrss.exe
m32\wininit.exe
em32\csrss.exe
...32\winlogon.exe
...32\services.exe
em32\Isass.exe
em32\|Ism.exe
m32\svchost.exe
Is\vmacthlp.exe
...m32\svchost.exe
.m32\svchost.exe
.m32\svchost.exe
.m32\svchost.exe
.m32\svchost.exe
m32\svchost.exe
m32\spoolsv.exe
.m32\svchost.exe

aQta\keeper.exe

CA\Program File.. AuthService.exe

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITYANETWORK SERVICE

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\NETWORK SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

BelllsS




4. JIE 5% — Restore

> Restore

- HAOlSO ZEE|7| Tol| EHZ CHA| B2 3 5 JUSHCE
- HashZ/ 52| 7|22 EQ3l0] ZAF MEfZ MA|Zt Roll-Back. (RHEE/202 T X)

HA ©

DETAILS

Restore Endpoint

CONSOLE

BEHAVIORAL TREE
MORE

Path
Size
2N\ Signed
\ Issuer
) Verified Yes
SN—r Expired No
vssadmin.exe Cmdiine
1716
MELODY\Test MELODY\Test
R —
[ \ adaptertro...hooter.exe \x MINE SIMILAR
2148 2468 3488 3776 | 3892 2000 )

&, N ¥ @,
& \‘\\ z \A

) )
3116 | 3112
" /

—

userinit.exe explorer.exe cerberexe certreq.exe explorerexe wmic.exe

adaptertro...hooter.exe certreq.exe
2492

bededit.exe

VR
(2088)
&

\
.

bededit.exe

o QA SR EY
https://www.youtube.com/watch?v=0f1Tm1MOUwbY
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https://www.youtube.com/watch?v=Of1m1MOUwbY

5. ReaQta Al Sl %l

> ReaQta-Core 27l{2] Al I %l H

1. The 1st Al : SVM(Support vector machine) and Dynamic Time Warping algorithms
- The 1st Al resides in every device and works independently without any connection to the backend server or internet. It detects and

block in realtime cross memory operation such as process impersonation, injection etc.

2. The 2nd Al : SVM and Apriori algorithms
- The 2nd Al resides at ReaQta-brain and it attempts to predicts whether an event (received from the device) could be malware or

goodware

> Al k5
1. ReaQta labs O| Al =843 70| O 2 own honey potsTH2E M BN E X =&E U HX|E at&52 ThLCt
2. The 1st Al and 2nd AI2 DZ4AO A EEO| ok glO| XA e HEC = 2FdtH, 0f 27|0tC 4, M7|s=
EZotsto] shE =l XMl AIMEIS B SHL|CF,
3. ReaQta AIYZI2 Z[410] Sh& Q10| RO oMol He|7|8te| ot& B 245 &AM unknown malwaresOf| CH gt
BXsEHZ 7HX[ 2 JASLH L

Bellls$


https://en.wikipedia.org/wiki/Support_vector_machine

2 8

2

—

OlS=tz 1 g& 2K &t ot 7ls HE
|

N EE= IS (S Ee)

End User PC
Aggregator 2
22| X7t Re:{Qta-bram 1AL,
=
=
Server Management PC . Aggregator 2-HA
-
e 3

ReaQta-drain-HA/ Al
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- Windows 7

- Windows 7 SPO

- Windows 7 SP1

- Windows Server 2008 R2

- Windows 8

- Windows 8.1

- Windows Server 2012 R2

- Windows 10
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Detection from outside operating system
Lightweight Agent

0-Day Exploitation Detection

0-Day Exploitation Prevention

Exploit remediation

APT Detection
APT Blocking

Malware remediation

Future proof protection using Artificial Intelligence
Organizational correlation of threats
Data protection policies

Application Whitelisting/Blacklisting
Effective protection regardless of machine state

Local deployment without connecting to cloud
Offline Protection

Signature-less detection

Reaqta-Core

Countertack
Sentinel

Palo Alto Traps

Mcafee
Deep Security
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